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F u

F (u)

KeyGen(F, λ)

F λ

EKF V KF

Compute(EKF , u)

EKF u y

F (u) πy y

V erify(V KF , u, y, πy)

V KF , u y πy

y = F (u)



F u y

F

π y �= F (u)

F

aL, aR, aO Zp

aL ◦ aR = aO ◦

WL,WR,WO c Zp

WL · aL +WR · aR +WO · aO = c.

KeyGen(F, λ)

F λ



g, h ∈ Gn,WL,WR,WO, c

Compute(EKF , u)

F

aL, aR, aO

y, z

Y, Z

y, z

〈aL, aR ◦ Y 〉 − 〈aO, Y 〉+ 〈Z,WL · aL +WR · aR +WO · a0〉

+k(y, z) = 〈Z, c〉+ k(y, z)

k(y, z)

l(x) = aL · x+ aO · x2 + Y −1 ◦ (Z ·WR)

r(x) = Y ◦ aR · x− Y + Z · (WL · x+WO)

t(x) = 〈l(x), r(x)〉
s

Z∗
p

l = l(s), r = r(s) t = 〈l, r〉
π = (aL, aR, aO, t1, t3, l, r)

V erify(V KF , u, y, πy)

y, z

Y, Z k(y, z)

s

l = aL · s+ aO · s2 + Y −1 ◦ (Z ·WR) · s

r = Y ◦ aR · s− Y + Z · (WL · s+WO)

〈l, r〉 = t1 · s+ (〈Z, c〉+ k(y, z)) · s2 + t3 · s3

aL, aR, aO, l, r

AI = gaLhaR ∈ G, AO = gaO ∈ G, P = glh′r ∈ G



h′ h P = As
I ·As2

O ·h′−Y ·ws
l ·ws

r ·wo

wl = h′Z·WL , wr = gY
−1◦(Z·WR), wo = h′Z·WO

{(g, h′ ∈ Gn, P ∈ G, t ∈ Zp; l, r ∈ Zn
p ) : P = glh′r ∧ t = 〈l, r〉}





n

n i xi

f(x1, ..., xn) = y

y

f

i

(X0
i , X

1
i )

g g(., .) : {0, 1} × {0, 1} → {0, 1}
g

gAND gAND(0, 0) = 0, gAND(0, 1) = 0, gAND(1, 0) =

0, gAND(1, 1) = 1 x, y, z

g

c0 = H(X0
x‖X0

y‖g)⊕Xg(0,0)
z

c1 = H(X0
x‖X1

y‖g)⊕Xg(0,1)
z

c2 = H(X1
x‖X0

y‖g)⊕Xg(1,0)
z

c3 = H(X1
x‖X1

y‖g)⊕Xg(1,1)
z



H g

X0
i X1

i

X0 X1

b = 0/1

Xb

X1−b

A

x A(x)

A x

U A x



U(A, x) = A(x)

A



KeyGen(λ)

PK SK

Enc(PK,m) PK

m c

Dec(SK, c) SK

m

Eval(PK, f, c1, ..., cl)

PK f c1, ..., cl

cf

c1 = Enc(PK,m1), ..., cl =

Enc(PK,ml) mf = f(m1, ...,ml) cf = Eval(PK, f, c1, ..., cl)

mf = Dec(SK, cf )

f



n

R = Z[X]/(Xn + 1) q ≥ 2 Rq = R/qR

R2

(a, b) ∈ R2
q b = −a · s − 2e �s = (s,−1) ∈ R2

s, e

m ∈ R2 �c = (c0, c1)

c0 = a · r + 2e0 c1 = b · r + 2e1 +m r, e0, e1

m = [[〈�c,�s〉]q]2,

[·]q Zp q ≥ 2

m+2e1 − 2e0 · s q

[〈�c,�s〉]q = [m+ 2e1 − 2e0 · s]q = m+ 2e1 − 2e0 · s

f

R2

R2

�c0,�c1

�cadd = �c0 + �c1 ∈ Rq

〈�cadd, �s〉 = 〈�c0 + �c1, �s〉 = 〈�c0, �s〉+ 〈�c1, �s〉

�c [〈�c,�s〉]q = m + 2e′

e′

〈�c0⊗�c1, �s⊗�s〉 = 〈�c0, �s〉·〈�c1, �s〉 = (m0+2e′0) ·(m1+2e′1) = [m0m1+2e′′]q

e′′ ⊗
�c0 ⊗�c1 m0m1 �s⊗�s



�c0 ⊗ �c1 �s⊗ �s �cmult

�s �cmult

�cmult = W · (�c0 ⊗ �c1) W

�s⊗ �s �s

q

�c q �c′

q′ q′ < q

�c′ =
⌊
q′

q · �c
⌋















b lvl

lvl

j

blvl



(2 b−lvl(j +
b′

b
), 2 b−lvl(j +

b′ + 1

b
))

0 ≤ b′ < b id = (service, lvl, j)

n k

l = lstart 2

n

I(l, k)

n

I(l, k)

n

n

n

k
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l = lstart

n

I(l, k)

0

k
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I(l, )

I(l, random)
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